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Find your group members: 
1-3 students a group

GroupRegister your 
Group here!

https://miamiedu-my.sharepoint.com/:x:/g/personal/yxw1259_miami_edu/Ed-32tEMUrtBt2O0uemFAr4BDMxWw09kNYyeba1P-ju3iA?e=WhHRvg


Cryptography



What is Cryptography?

● Think of it like locking your diary so no one else can read 
it.

● Encryption = Locking the information.

● Decryption = Unlocking it with the right key.

● Goal: Keep data private, unmodified, and ensure the 
right person is using it.



Three Core Functions of Cryptography

1. Confidentiality (Encryption):
Like putting a prescription in a sealed envelope.

2. Integrity (No Tampering):
○ Making sure no one secretly changes the medication name.

3. Authentication (Identity Check):
○ Confirming the prescription really comes from the doctor, not an 

imposter.



Healthcare data is considered highly sensitive due to the nature of the 

information it contains and the potential negative consequences if it is 
compromised. 

Here's why and what's included:

Why it's highly sensitive

● Deeply personal information: Healthcare data includes a comprehensive record 
of a person's physical and mental health history, treatments, diagnoses, and 
personal identifying information (PII) like names, addresses, Social Security 
numbers, and dates of birth.

● Potential for exploitation: If compromised, this data can be used for identity 
theft, fraud (including insurance fraud), blackmail, or other malicious activities.







System Architecture



Frontend Backend

API functions 

UI  Working on your 
requests

DB

Call API name

Database 





we already have 
passwords why still 

need 
authentication?



Security and 
Privacy
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Security

Definition: Security refers to the state or condition of being 
protected from or not exposed to harm, danger, or unauthorized 
access. 

What is the difference between privacy?
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1 Installing a surveillance camera in a building to monitor and 
prevent unauthorized access.
(Focus: Protecting the physical space.)

2 Sharing your location with an app.
(Focus: Controlling personal data usage.)

3 Refusing to allow a social media platform to collect browsing 
history for targeted ads.
(Focus: Protecting user preferences.)

4 Using a firewall to prevent unauthorized access to a computer 
network.
(Focus: Safeguarding digital systems.)
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5 Deleting personal data (e.g., address, phone number) from a public 
directory.
(Focus: Limiting access to personal information.)

6 Using an anonymous ID in a forum.
(Focus: Protecting identity.)

7 Encrypting communications between devices to prevent eavesdropping.
(Focus: Securing data during transmission.)

8 Implementing multi-factor authentication for accessing sensitive systems.
(Focus: Verifying identity to protect resources.)
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Security

Attack 
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Privacy

Stealing
Your 
Information



Network
Security
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Questions: 
Any security problems in the network?
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1. Data Privacy
2. Network Delay
3. Server Crash, no services (no avaliability), 
if the server is being attacked (no safety), 
the server sometimes works,sometimes not, 
and it takes long time to get the data (no 
liveness)          
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Questions: 

Access UM website is ok because the 
website open sourced to everyone,

But if it is your salary?



HyperText 
Transfer 
Protocol 

HyperText 
Transfer 
Protocol Secure

http https



Feature HTTP HTTPS

Full Name HyperText Transfer Protocol HyperText Transfer Protocol Secure

Security  Plain text transmission — 
data can be intercepted, 
read, or modified

Encrypted with TLS/SSL — protects 
confidentiality and integrity

Certificates No certificate required Requires an SSL/TLS certificate (e.g., free from 
Let’s Encrypt)

Performance Slightly faster (no encryption 
overhead)

Slightly slower (due to 
encryption/decryption), but negligible with 
modern hardware

Browser 
Warning

Marked as Not Secure 
(especially for logins or payments)

Marked as Secure (padlock icon, “Secure” label)

Typical Use 
Cases

Testing, internal networks, 
non-sensitive info

Logins, payments, personal data, banking, 
healthcare, payroll — any sensitive data must use 
HTTPS



Question？



Availability refers to the system’s ability to respond to requests and provide 
service. A system with high availability can reliably handle operations without 
interruptions, ensuring that users can access resources when needed. 
（!404）

Safety means that the system operates in a manner that prevents 
undesirable outcomes. It guarantees that the system doesn’t enter an 
incorrect or harmful state, ensuring data integrity and protection against 
invalid or unauthorized actions.

Liveness involves the system’s capability to eventually make progress. A 
system is said to have liveness if it can continue executing tasks and 
eventually reach a desirable state, rather than being stuck in a 
non-responsive or waiting condition indefinitely.



Internet of the 
things （IoTs）



32Defintions: The Internet of Things (IoT) refers to a network of physical 
devices, vehicles, appliances, and other physical objects that are embedded with 
sensors, software, and network connectivity, allowing them to collect and share 
data.
IoT devices—also known as “smart objects”—can range from simple “smart 
home” devices like smart cameras, to wearables like smartwatches to complex 
industrial machinery and transportation systems. Technologists are even 
envisioning entire “smart cities” predicated on IoT technologies.

 



IoT camera vulnerability:
An attacker exploits a known vulnerability in a network camera’s firmware, 
remotely accessing the device to view private video streams. 

Phishing attack on an employee’s laptop:
In an enterprise setting, a laptop is considered an endpoint. If an employee 
clicks a malicious link in a phishing email, an attacker may inject malware that 
uses the laptop as a gateway to infect the company’s internal network.

Unencrypted IoT device communications:
Some IoT devices communicate without encryption. Attackers intercept network 
traffic to capture sensitive information, such as unlock commands for a smart 
home door lock.



Cloud Security的
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https://aws.amazon.com/

https://www.coursera.org/learn/aws
-infrastructure-security

https://aws.amazon.com/
https://www.coursera.org/learn/aws-infrastructure-security
https://www.coursera.org/learn/aws-infrastructure-security


Identity 
Management
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Identity and Access Management (IAM)

Identity and Access Management (IAM) is a security 
and business discipline that includes multiple 
technologies and business processes to help the right 
people or machines to access the right assets at the 
right time for the right reasons, while keeping 
unauthorized access and fraud at bay.



Access Control
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Access control is a security measure that restricts who can 
view or use resources in a system. It ensures only authorized 
users, devices, or applications can access certain data or 
functions. Key steps include identifying users, verifying their 
credentials, and granting permissions based on their role or 
clearance level. This helps protect sensitive information and 
prevent unauthorized activities.



https:/
/www.y
outube.
com/w
atch?v=
uqX1Qn
t0lyY

https://www.youtube.com/watch?v=uq
X1Qnt0lyY

https://www.youtube.com/watch?v=uqX1Qnt0lyY
https://www.youtube.com/watch?v=uqX1Qnt0lyY
https://www.youtube.com/watch?v=uqX1Qnt0lyY

